Kommepyeckoe npeanoxeHue

Copopmuposano 06.06.2023 r. JeficteutensHo 5o 31.12.2023 r,

Mpeanaraem paccMoTPETL BOIMOXHOCTE NPUOSPETEHNS NPOTPAMIMHOTO NPoAyKTa UserGate, 0BLEANHALIEro MEXCETEE0N 3KPAH HOBOTO NOKOREHNS, CHCTEMY OBHaPYKEHNS
BTOPKEHUA, 3ALUTY OT BPEAOHOCHBIX NPOTPAMM U BUPYCOS, CUCTEMY KOKTEHT-UnbTPaLny, VPN-CEPEep 1 APYrie HyHKUAM B GAMHOM DELIGHUM, YAOBHOM ANs YCTaHGBKM 1

AAMUHNCTPUPOBAHNS

CornacHo nonyyeHHoMy 3anpocy coobuasm G BO3MOXHOCTI NPUOBPETEHMS PeLLEHIA:

:

Juuensus 6e3 orpanuverns Yucna nonbsosareneit gns UserGate

{_UG:BLC?.—E3000-U E3000 (knactep, 1-5 Hoaa) L
UG-BLC2-E3000-U '\ﬂmuenam Oes orpaHuyeHus yucna nons3osatenei ans UserGate 1
[ |E3000 (knactep, 2-9 HoAa)
| UG-E3000 Annaparxas nnaropma UserGate E3000 2
j[ Cetesas kapTa 4x1 I'6/c (FO) ans UserGate D200, D500, E1000
| UG-NCS41 E3000 u F8000 2
UG-AT-E3000-U |Moayns Advanced Threat Protection Ha~1 roa ana UserGate E3000 4
|Be3 orpaHuyeHus yucna nonssosarenei
Mpoanexue Ha 1 rog
Mogmucka Security Updates Ha 1 roa ans UserGate £3000 Ges 1

| UG-SUC2-E3000-U-1Y

OrpaHnyeruns Yucna nonb3osarenen (knacrtep 13 2 Hoa)

UG-AT-E3000-U-1Y

Mpoanenune moayna Advanced Threat Protection ka 1 rog ans
UserGate E3000 6e3 orpamuyeHus Yucna nons3osarene

UserGate - guxa,

SC Magazing Awards 2017 B Homusaluu Best Security Solution | waw usergate.ry

flutieH3vpoBanne UserGate

| - oBHoenenue MO UserGate :
- obHoBneHs OS;

- TEXHWYECKY MOLAEPXKKY MO

- Adblock
Obopyaosasue
e

Mozyns Security Updatesi(SU)Bkniodacs:

NMogynb Advanced Threat
- negnucky Ha UserGate URL filtering 3.0
- NoAnucky Ha cnucku PKH, Phishing, UserGate white/black lists
- NCANMCKY Ha Mopdornoruyeckue Gaspl

- neanucka Ha oSHosnerus 6a3 IDPS (curnatypel atak);
- NOANUCKE Ha 0BHOBNEHUs Ba3 L7 (CurHaTyphl npunoxesui);

Protection (ATP) BKiicua6T:

TMponyckHas cnocoBHocTs MexcaTesoro akpara, UDP:
MexceTesoh skpan, Tpaduk EMIX:

MexceTeBow skpaH ¢ hiysKUMen onpesenenus npuaokexui L7, Tpaduk
EMIX:

Oanospemernaix TCP cecoui:
Hosbix ceccuit 8 cexyray:
CucTema obHapyxeHus sTopxeruit, Tpaduk EMIX:

KonterTHas chunsTpayus, Tpadgpuxk EMIX:

WncnekTuposanue SSL, Tpaduxk EMIX:

KoHTerTHas hunbTpayus, aHTusrpyc, Tpacuk EMIX*:

MexceTeBo# skpaH ¢ dhykkumed onpeaeneHus npuaoKeHui L7, COB,
KOHTEHTHas unbTpauua, Tpadux EMIX:

PekomMerg08aHHoe KoNUYeCTBO Nonk3oaaTenen*™
CeTesble nopvst

Mnat pacwumpenus

Ynpasnenue no IPMI:

Mpoyeccop, konuyecTso saep:

OBném onepatusHol namsTu

OBvém ancka

Fabaputsl

Bec

CeTb nuTakua

HononHuTensHsIR 6NoK NUTAHAS C BOIMOXHOCTLIO FOpsYei 3ameHsl:
MakeumansHas noTpebnsaemas MOLHOCTS

Kpennenue 8 croiiky 1U

Ixypranuposanna

UserGate nuuSHanpyIoTea N0 KONMUECTEY OAHOBPEMEHHO MCMIONb3YIOLLMX ro Nonb3oBaTened, Tounee IP-agpecos, ¢ KOTOPbiX NOAKMTIOHAITCA YCTPOUCTBA nons3osaTenait.,
Hanpumep, nuyersus Ha 100 nonbaosaTenel paspelwmnT NoaknKYeHre 100 YCTPOUCTBAM C yHUKanbHbiMY IP-agpecamu Ha Tekywmit momewT. 101-1 v Bonee nons3osaTenu
HE CMOTYT NONY4MTs A0CTYN B MHTEPHET. KONUYECTBO NONL30BATENBCKIX AKKAYHTOR 8 CHCTEME M OTPaHUYMBasTCH. OCHOBHAR MUUSHINS HA NPOAYKT siBNAETCA BECCpoyHoM
¥ BKITIQUAET roA0BYIO NOANUCKY Ha Security Updates. [1ononHuTensHele MOAYNM NRATHBIE W XETOAHO TNLEH3NUPYIOTCS.

11PV OKUMUEHMI COOKE AEUCTBUS ANUEH3UM NPOAYKT UCTAETCA B PA00UEM COCTORHMN, HO MOAYNY L7 ¥ IUFD NPOACTXAKT PEDOTATL CO CTARbIMM UA3aMK. basbl HE

50 30 [6/c
#0 40 Bic

A0 32 6ic

40 16 000 000
A0 127 600

A0 3,9 [Glc

A0 14,5 IGic

A0 6,5 Gic

A0 14,8 I6ic
A0 3.8 T6lc

Ao 3000

Berpoeno nopros : 8x10/100/1000Base-T.
HononrurenbHe 24x10/100/1000Base-T unu 12x10
Gic SFP+ c ucnone3osannem nnar pacwupesus

3

Hanuune

28

3276

2x1000 aiT, RAID-1
1U 438x580x44 mm
i8 kr

140-220 BonsT
Hanuune

300 Barr

KOMMNEKT penbC 4N YCTaHOBKK B CTOMKY 19-g101Mo8

" PekomerzoBaHHOe KOMMUECTBO NoNbacBaTeNelh onpeenseTca no YCPeAHEHHOMY NPOdUNIC COTPYARUKA. JaHHOS 3HaYSHUE MOKET
CHNBLHO BAPLUPOBATLLA B 38BMCUMOCTY OT X&PaKTepa PaboTsl, BLINOMHAEMON COTPYARMKAMI KOMNAHUY, & TAK KE HACTOMKAMU




